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Abstract. News Rakshak is an advanced web application that monitors, analyzes, and verifies news related to
government schemes in regional media across multiple platforms, including 200+ websites, e-papers, and YouTube
channels. The application leverages Natural Language Processing (NLP) for sentiment analysis and integrates
Artificial Intelligence (Al) to identify and flag fake news and videos.Sentiments are classified as positive, neutral, or
negative, rated on a scale from 0 to 5, providing Public Information Bureau (PIB) officers with actionable insights.
The system uses Optical Character Recognition (OCR) for extracting text from image-based news formats and
delivers real-time alerts to officials via multiple channels. The user-friendly interface, equipped with filtering options,
enables effective trend visualization. News Rakshak serves as a comprehensive tool for tracking and verifying
government-related news sentiment and authenticity, ensuring accurate feedback from regional media.
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time Notifications.

1 INTRODUCTION

With the rapid spread of information through digital and social platforms, ensuring the authenticity and
sentiment of news related to government initiatives is crucial. Monitoring public opinion and identifying false
information promptly is essential for transparent communication. This project, News Rakshak, addresses these
needs by offering a real-time, Al-driven monitoring and verification tool tailored for Public Information Bureau
(PIB) officers. Prior research emphasizes the importance of combating misinformation and verifying digital
content [cite sources, e.g., “Fake News Detection in Social Media”]. News Rakshak builds on these insights by
providing a multi-feature platform that tracks, analyzes, and verifies news authenticity in real time across diverse
regional media sources.

2 RESEARCH METHODOLOGY

The News Rakshak application employs a multi-layered approach combining web scraping, Optical
Character Recognition (OCR), Natural Language Processing (NLP), and Al-driven fake content detection. Data
Collection: The software continuously gathers data from over 200 online sources, including websites, YouTube
channels, and e-papers. OCR extracts text from image-based content, especially useful for scanned regional
publications. Sentiment Analysis: The NLP model classifies sentiment on a 0-5 scale, indicating news as positive,
neutral, or negative. Negative sentiment alerts are flagged for immediate review, enabling proactive responses.
Fake News Detection: Al algorithms identify potential fake news by cross-referencing information across trusted
sources, identifying discrepancies, and applying heuristic analysis based on linguistic patterns. Fake Video
Detection: The system uses Al techniques, including deep learning models, to analyze video metadata and detect
common signs of manipulation or falsified visuals, ensuring that only genuine video content is trusted. Automated
Notifications: Alerts are sent to designated officials when either negative sentiment or fake content is detected.
Notifications are dispatched through multiple channels, including email, SMS, and in-app alerts, ensuring timely
action.
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FIGURE 1: Use Case Diagram of News Rakshak

3 RESULTS AND DISCUSSION

Initial testing has demonstrated News Rakshak's effectiveness in monitoring sentiment and detecting
fake content. Feedback from pilot users indicates that the application successfully identifies and verifies content

in regional languages, accurately categorizing sentiment and highlighting misinformation.

3.1  Preparation of Figures and Tables

The table below details the application’s key features and their impact on news monitoring and

verification.
TABLE 1: Features of News Rakshak and Estimated Impact
Feature Description Estimated Impact
. Collects data from Comprehensive news
Web Scraping 200+sources monitoring
OCR Extracts text from image- Enhanced accessibility
based news
Sentiment Analysis (NLP) Classifies news sentiment Accurate sentiment tracking
Fake News Detection Flags false or misleading Ensures |nf9rmat|on
news authenticity
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FIGURE 4. Dashboard of News Rakshak Website
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4 DECLARATIONS

4.1 Study Limitations

The primary limitations include occasional difficulties in processing certain regional dialects and

detecting highly sophisticated fake content. Continuous model updates are required to improve accuracy in
regional variations.
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