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Abstract. The rapid proliferation of interconnected devices and the increasing complexity of digital networks in the
modern era have resulted in a surge of diverse and voluminous network traffic. This growth poses considerable
challenges in effectively distinguishing between normal and malicious data flows. As cyber threats continue to
evolve, traditional traffic classification methods struggle to keep pace with the dynamic and multifaceted security
challenges of contemporary networks. In this context, ensuring robust network security has become an imperative.
This research aims to address these challenges by developing a machine learning-based approach to accurately
classify and segregate malicious traffic from legitimate traffic, thereby strengthening overall network defence
mechanisms.

This study leverages the Canadian Institute for Cybersecurity Intrusion Detection System (CICIDS) 2017 dataset,
which is a contemporary and well-suited dataset for intrusion detection. By applying a range of machine learning
algorithms, including decision trees, convolutional neural network (CNN), and other deep learning models, the
methodology enhances the detection and classification accuracy of network traffic. The proposed model focuses not
only on identifying threats but also on maintaining the Quality of Service (QoS) for legitimate users, which is crucial
for a seamless network experience.

The results of this research indicate significant improvements in the classification accuracy of malicious traffic,
demonstrating that machine learning techniques can efficiently strengthen cybersecurity measures. Furthermore, the
study emphasises the importance of integrating adaptive learning mechanisms, enabling the system to evolve in
response to the ever-changing nature of network traffic. This adaptability ensures that the system remains resilient in
real-time and can swiftly detect and respond to potential threats.

The findings of this research contribute to the growing body of work on machine learning in cybersecurity and
present a promising framework for future advancements in network traffic classification and defence strategies.

Keywords. network traffic classification, machine learning, cybersecurity, CICIDS 2017, Quality of Service (QoS),
intrusion detection, deep learning.

1.1 INTRODUCTION

In recent years, the rapid proliferation of interconnected devices has significantly increased the complexity
of global network traffic. This rise in network activity has introduced a myriad of challenges in ensuring the
security of such networks. As cyber threats become more sophisticated, the limitations of traditional traffic
classification methods—such as signature-based or anomaly- based intrusion detection systems (IDS)—have
become apparent [1] [3]. Many of these methods are incapable of adapting to modern attack vectors, leaving
systems vulnerable to breaches[2]. Traditional approaches often result in high false positives and inadequate
detection of emerging threats [4]. Machine learning (ML) has emerged as a powerful tool capable of enhancing the
accuracy of traffic classification by learning from diverse and evolving datasets [5] [6].

The complexity of current networks has outgrown the capabilities of traditional traffic classification
techniques, such as signature-based intrusion detection systems (IDS) and anomaly-based methods, which often
result in high false-positive rates and slow detection[7] [9]. Recent studies have shown that conventional methods
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frequently struggle to adapt to evolving threat vectors, leading to increased vulnerabilities and security breaches[8]
[10]. Moreover, as cyber threats become more advanced and harder to detect, relying on pre-existing signatures or
static thresholds is inadequate for identifying new forms of attacks[11] [13].

Machine learning (ML) has emerged as a promising approach to tackling these challenges, offering the
ability to analyze large volumes of data and recognize patterns that may signify malicious behavior[12] [14].
Unlike traditional methods, machine learning models can learn from historical data and adapt to new threats in
real-time, making them an ideal solution for modern cybersecurity challenges[15].

1.2 RESEARCH METHODOLOGY

Recent advancements in network intrusion detection underscore the necessity for robust and adaptive
solutions to combat the increasing complexity of cyber threats. Traditional intrusion detection systems (IDS) often
struggle with the sophistication of modern attacks such as DDoS, botnet, and ransomware. Many studies rely on
outdated datasets like KDD Cup 99 and NSL-KDD, which do not capture the nuances of contemporary network
environments. High false positive rates and limited adaptability further hinder these models, especially in
dynamic, real-time infrastructures. This paper presents a hybrid machine learning approach utilising Decision
Trees and Convolutional Neural Networks (CNNSs) to enhance the accuracy and efficiency of network intrusion
detection.

Numerous studies have explored machine learning algorithms for intrusion detection, often relying on
signature-based detection, which is effective for known attacks but inadequate for detecting zero- day exploits or
evolving threats. Although various works have shifted toward machine learning techniques, many lack real-time
detection capabilities or suffer from high false positive rates. Our approach addresses these gaps by employing a
hybrid model with Decision Trees and CNNSs, tested on the CICIDS 2017 dataset, which better represents modern
attack types.

We utilise the CICIDS 2017 dataset, containing diverse attack types, to ensure suitability for modern
network intrusion detection. The dataset captures real-world traffic scenarios, providing a balanced mix of normal
and malicious traffic essential for training machine learning models. Before applying

algorithms, comprehensive preprocessing is performed, including data cleaning, normalisation, and one-hot
encoding. Recursive Feature Elimination (RFE) is used for feature selection to optimise accuracy and
computational efficiency.

Our hybrid model combines the interpretability of Decision Trees with the deep learning capabilities of
CNNs, allowing for efficient classification of network traffic. The model is implemented using Python libraries
such as Scikit-learn and TensorFlow/Keres, with performance evaluated through accuracy, precision, recall, and
F1-score metrics.

The results demonstrate significant improvements in detection accuracy compared to standalone models,
with minimal false positives.

RESULTS
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CONCLUSION AND FUTURE SCOPE

The hybrid approach proposed in this study, combining Decision Trees and
Convolutional Neural Networks (CNNs) for network intrusion detection, has proven to be
highly effective in addressing the challenges associated with modern cyber threats. By
leveraging the CICIDS 2017 dataset, our model was able to capture a wide variety of attack
types, reflecting the complexity of current network environments. The integration of
Decision Trees ensured interpretability and efficiency in handling structured network data,
while CNNs contributed to the detection of more intricate and evolving attack patterns that
traditional methods may overlook. The model demonstrated significant improvements in
detection accuracy while minimising false positives, making it well-suited for real- time
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network monitoring in large-scale environments.

One of the major outcomes of this work is the development of a system that is adaptable
to evolving network traffic, thereby overcoming the limitations of static models commonly
found in earlier research. This adaptability is critical in an age where cyber-attacks are
increasingly sophisticated and unpredictable. The model's application is particularly relevant
for organisations with large-scale network infrastructures, such as cloud-based systems or
IoT ecosystems, where real-time detection and low false positive rates are essential for
maintaining security and operational efficiency.

However, there are certain limitations to this approach. The CNN component, while
powerful in detecting complex patterns, is computationally intensive, which could affect
scalability in extremely large networks with constrained resources. Additionally, although the
CICIDS 2017 dataset provides a realistic representation of modern traffic, the model's
performance could vary when applied to different network environments or when confronted
with new, previously unseen attack types.

For future improvements, integrating more lightweight or optimised deep learning
models, such as lightweight CNNs, could enhance the system’s computational efficiency
without sacrificing detection accuracy. Expanding the scope of the dataset to include a
broader range of network environments and attack vectors would also help in further
validating the model’s generalisability. Moreover, incorporating unsupervised learning
techniques could improve the model's ability to detect novel or zero-day attacks. Despite
these limitations, the proposed hybrid model offers a significant advancement in the field of
network intrusion detection, providing a scalable and efficient solution for modern
cybersecurity challenges.
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