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Abstract. The rapid development of digital health technologies has significantly altered how
individuals approach healthcare services, particularly in urban areas. However, access to
timely and affordable healthcare remains a challenge, especially for the urban middle-class
population. Lung diseases such as asthma, pneumonia, tuberculosis, and lung cancer continue
to be among the most prevalent yet underdiagnosed conditions. The cost and accessibility of
medical consultations, diagnostic imaging, and timely evaluations often restrict individuals
from seeking proper medical attention.

This project aims to address these challenges by developing a Telegram-based
chatbot  that leverages advanced image processing and machine learning (ML) capabilities
to provide preliminary diagnostic support for lung diseases. The chatbot will enable users to
upload chest X-ray or CT scan images for automated analysis, helping identify early signs of
lung disease such as infections, tumors, or other respiratory disorders. By providing users with
instant feedback and guidance on whether further medical evaluation is needed, the project
seeks to democratize healthcare access and empower individuals with valuable insights into
their health.

Additionally, privacy and security concerns surrounding medical data are addressed by
ensuring compliance with stringent data protection standards such as HIPAA and GDPR,
thereby ensuring users that their medical information is handled securely and confidentially.

The solution aims to improve healthcare accessibility, reduce delays in diagnosis, and
provide users with greater control over their health management. This report outlines the
chatbot’s design, the integration of image processing techniques, the use of machine learning
models for disease identification, and the importance of data privacy in healthcare applications.
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1 INTRODUCTION

Healthcare accessibility challenges for urban middle-class populations include long wait times for
specialists, high costs, and limited access to pulmonologists. According to the WHO, healthcare expenses
push millions into poverty annually. Public awareness of lung diseases is also lacking, with less than 30%
of at-risk populations undergoing recommended screenings. Contributing factors include poor air quality,
smoking, and sedentary lifestyles. Nearly 40% of people are unaware of COPD symptoms, according to
GOLD. The need for accessible tools.

Also, in case of constructive symptoms, the diagnosis is complicated due to the unavailability of
simple tools such as x-ray or CT scan making the treatment process quite lengthy again. Given these facts,
healthcare systems are also overtaxed due to the problem of late diagnoses, and this has ramifications on
the prognosis of the patients, like a Telegram-based bot for lung health evaluation, is crucial to improve
early detection, education, and healthcare accessibility while addressing these barriers in concern with the
availability.
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2 MOTIVATION

Lung diseases, including pneumonia, tuberculosis, and lung cancer, continue to be leading causes of
morbidity and mortality worldwide. Timely detection and diagnosis are crucial for effective treatment, but many
urban communities, particularly middle-income populations, face delays in accessing healthcare services due to
overcrowded facilities and a shortage of specialists. This results in delayed diagnoses and compromised patient
outcomes.

With the proliferation of digital health technologies and the increasing accessibility of smartphones, there
is an opportunity to bridge these healthcare gaps. A Telegram-based chatbot for lung disease detection offers a
scalable and user-friendly solution, enabling individuals to obtain preliminary assessments of lung health through
an easily accessible platform. This system democratizes access to medical insights, empowering users with timely
information and encouraging them to seek professional medical advice as needed.

By leveraging advancements in deep learning and cloud-based infrastructure, this chatbot system aims
to address the critical need for accessible, early detection of lung diseases, thereby supporting public health efforts
in urban settings and contributing to improved health outcomes.

3 LITERATURE SURVEY

a.1. Telemedicine and Remote Healthcare Solutions: Telemedicine has emerged as a promising solution
to improve access to healthcare, especially in underserved regions. Several studies highlight the effectiveness of
telemedicine platforms in offering remote consultations, diagnostics, and ongoing care for patients with chronic
conditions. For instance, a study by Krupinski et al. (2018) discussed the potential of telemedicine in improving
diagnostic capabilities and reducing wait times for specialist consultations. Similarly, Koch et al. (2017) found
that telemedicine, coupled with image-sharing capabilities, can significantly enhance the speed and accuracy of
diagnoses in conditions like lung disease, especially in areas where there are shortages of healthcare professionals.

2. Al and Image Processing in Lung Disease Diagnosis: The use of Al and image processing
techniques in the analysis of medical imaging, particularly for lung diseases, has become increasingly prevalent.
A key area of focus is the use of deep learning algorithms for the detection of lung conditions from X-ray and CT
scan images. For example, a study by Rajpurkar et al. (2017) developed a deep learning model that outperformed
radiologists in diagnosing pneumonia from chest X-rays. More recently, Esteva et al. (2019) demonstrated the
potential of Al-driven models in detecting a wide range of diseases, including lung cancer, through analysis of
radiographic images. These studies underline the viability of using Al for early disease detection, particularly in
situations where timely access to radiologists is limited.

3. Machine Learning for Lung Disease Detection: Machine learning techniques, especially deep
learning, have shown promise in diagnosing lung diseases, such as chronic obstructive pulmonary disease
(COPD), asthma, and lung cancer, from medical images. Choi et al. (2020) used convolutional neural networks
(CNNs) to accurately detect early signs of lung cancer from CT scans, achieving results comparable to experienced
radiologists. Similarly, Xie et al. (2021) developed a machine learning model that could identify the severity of
COPD from CT imaging, showing how ML can assist in both early diagnosis and ongoing management. These
advancements suggest that integrating such ML models into a chatbot platform can provide immediate, reliable
feedback to users, helping them assess their lung health without the need for in-person consultations.

4.Chatbots and Al for Health Education and Support: Chatbots have increasingly been employed in
healthcare settings to offer user-friendly, personalized guidance and education. In the context of lung health,
Mujtaba et al. (2020) demonstrated the use of Al-powered chatbots to educate users about asthma management
and provide support for medication adherence. Similarly, Bai et al. (2021) developed a chatbot-based platform
that guided users through symptom checkers and provided health education on COPD. These platforms were
successful in helping users understand their conditions, track symptoms, and make informed decisions about
seeking further care. Incorporating such a chatbot into the lung disease evaluation process could offer a scalable
and efficient way to provide ongoing support and guidance to users.

4 PROPOSED SYSTEM

System Architecture and Technologies Employed

This section outlines the proposed solution which is a chatbot based on the Telegram application that
facilitates improved assessment availability and evaluation of lung conditions. Its system architecture consists of
an easy-to-use Telegram interface, a processing backend, and a disease classification machine learning model.
Users send X-rays or CT scans on the Telegram application, which incorporates deep learning models over
ResNet, and image processing tools such as PyTorch, and Pillow for analysis of the images. At every step of the
process, the Bot API of telegram eases the process of incorporating, uploading images, and communicating in real
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time. This architecture is modular and quite scalable hence allows the health assessments to take place in quick
succession enabling the detection of lung diseases at early stages, therefore reducing the healthcare accessibility
barriers for the urban middle-class people.

Overview of Data Flow, User Interaction, and Measures for Privacy Protection. The flow of data begins
when users upload some of the medically oriented images through to the interface of the designed chatbot. The
system's backend carries out image preprocessing and analysis and classification for the medical images using
deep learning models. At this point, the system will generate and send the users a diagnosis, treatment options,
and other recommendations. The bot reinforces communication by focusing on the needs of the user and addresses
educational aspects of the disease by providing materials aimed at disease prevention. In this regard, privacy and
security are of great concern as the system design incorporates safeguards to protect the user information in
compliance with HIPAA and GDPR regulations. The attention on keeping private health care information private
is central in earning the trust of the users and ensuring that the aspects of the data protection laws are observed in
health care especially given the focus on making health services more accessible.

) MODEL IMPLEMENTATION

Uploadsimage

ImagePreprocessin

MLModelPrediction

Invalid Imagg

In this section, we detail the implementation of our Telegram-based Chatbot System for detecting lung
diseases and providing healthcare guidance through medical image analysis. The system integrates the Telegram
Bot API for user interaction, alongside image preprocessing and machine learning techniques to enable accurate
and accessible disease detection.

The proposed chatbot leverages deep learning algorithms, particularly ResNet and Convolutional Neural
Networks (CNNs), for analyzing lung images (e.g., X-rays and CT scans) to identify potential abnormalities.
Cloud infrastructure is employed for scalable processing and storage, ensuring efficient handling of high user
volumes while maintaining secure and compliant data management. The model is designed to address the
challenges of accessibility, diagnostic accuracy, and privacy in lung healthcare.

e 1. System Architecture
The architecture of Health scan Bot is designed to be scalable, efficient, and user-friendly. It integrates multiple
technologies and components to handle user requests, Al model interactions, and content generation. Below is a
high-level overview of the architecture:
User Interaction Layer:

e Users interact with the Telegram bot using simple commands or by sending images (e.g., X-rays, CT
scans).

e The bot processes text and image inputs using pre-configured handlers to initiate appropriate responses.
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e This layer ensures real-time communication, providing users with a user-friendly interface to access
image-based diagnostic services.
Bot Layer:

e The bot uses the Telegram Bot API to receive and send messages, providing seamless communication
between the user and backend functions.

e It handles requests such as image uploads, responds with diagnostic outcomes, and displays relevant
medical advice.

e Error handling mechanisms are incorporated to ensure smooth user experiences even in case of
unexpected input.
Machine Learning & Image Processing Layer:

e This layer preprocesses incoming images (e.g., resizing, normalization) to fit the input requirements of
the machine learning model.

e Apre-trained ResNet-18 model is utilized to analyze the processed images, making predictions based on
learned patterns.

e The predictions are mapped to one of three categories (mild, curable, severe) to provide diagnostic
information and advice.
Data Storage and Temporary File Management:

e Uploaded images are stored temporarily during processing and deleted thereafter to ensure data privacy
and reduce storage overhead.

e Secure file handling procedures are in place to avoid unauthorized access and maintain user
confidentiality.

e File management mechanisms ensure minimal storage and effective cleanup, optimizing system resource
utilization.
Feedback and User Guidance Layer:

e  Users receive feedback regarding their interactions, including clarification messages, error notifications,
and instructions for next steps.

e Detailed guidance is provided on interpreting the bot’s results and further actions such as consulting a
healthcare professional.

e This layer emphasizes user empowerment and trust through clear communication of health information.

e 2. Data Flow and User Interaction

e User Image Upload:
o Users initiate interaction by uploading an X-ray or CT scan image through the Telegram
interface.
o The bot retrieves and stores the uploaded image temporarily for processing, providing a
confirmation message to the user.
o This step ensures that users can easily submit medical images with minimal technical
knowledge.

e Model Prediction & Classification:
o The uploaded image is preprocessed and passed through the ResNet-18 model for inference.
o  The model classifies the image, determining whether the lung condition is mild, curable, or
severe.
o Based on the prediction, the bot generates appropriate diagnostic information, including
possible symptoms and severity.

e Response Generation and User Guidance:
o The bot provides a detailed response with the disease classification, offering medical advice
tailored to the severity level.
o It may recommend treatments (like antibiotics for mild cases) and highlight any emergency
measures required.
o The user is also advised to consult a healthcare professional for further evaluation, ensuring
safety and comprehensive care.
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Feedback Loop for Accuracy Improvement:

o

o

User feedback can be collected regarding the accuracy and usefulness of predictions to
improve the model over time.

Responses can be analyzed to refine diagnostic algorithms, reducing misclassification and
enhancing outcomes.

This iterative feedback loop promotes continuous improvement and user-centric design.

Error Handling and Notifications:

o

@)
@)

Clear error messages are provided if image processing or prediction fails, guiding users to
retry or contact support.

Errors are logged for system monitoring and debugging to maintain consistent service quality.
Automated notifications for critical system errors ensure rapid response by the development
team.

3. Privacy and Security Measures

Secure Image Handling:

@)

Images are handled with secure temporary storage and deleted immediately after processing to
ensure privacy.

Communication between the user and the bot uses encrypted Telegram channels to prevent
unauthorized access.

Data is not stored persistently beyond necessary use, reducing the risk of data breaches or
unauthorized access.

User Consent and Transparency:

o

@)

Users are informed about how their data is processed, what steps are taken for predictions, and
how results are generated.

The system emphasizes transparency by clarifying that its results are recommendations and do
not replace professional medical diagnosis.

By maintaining user trust, the bot fosters a reliable channel for basic medical diagnostics.

Data Security Practices:

o

All interactions adhere to data protection guidelines, using authenticated API calls for secure
communication.

The bot's backend processes are restricted, reducing exposure to vulnerabilities from
unauthorized code injection.

Regular updates to libraries and frameworks help mitigate any security risks associated with
known exploits.

Compliance with Data Regulations:

o

The system ensures compliance with data privacy laws like GDPR to protect user rights and
data integrity.

Consent management mechanisms enable users to control their data, including opting out of
processing.

Documentation of data handling procedures further enhances regulatory compliance and user
assurance.

Authentication and Access Control:

o

o

Only authorized personnel can access or modify system components, ensuring robust access
control.

Tokens and authentication mechanisms verify user requests, preventing unauthorized
manipulations.

This limits vulnerabilities and promotes a secure, predictable environment for medical
interactions.

Technologies Used

Telegram Bot API: Enables real-time user interactions, allowing seamless image submissions (X-
rays/MRIs) and responses, ensuring accessible preliminary diagnoses through an intuitive interface.
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PyTorch: Powers the lung disease classification model with flexible deep learning capabilities.
PyTorch’s support for pre-trained models like ResNet accelerates development and enhances
diagnostic accuracy.

Image Processing (OpenCV & Pillow): Used for image preprocessing tasks such as resizing and
grayscale conversion, ensuring images are optimized for model inference.

ResNet Model: Serves as the core classifier, leveraging pre-trained feature extraction to accurately
detect lung conditions, expediting reliable health assessments.

Project Specification

Chatbot Framework: Telegram Bot API - Utilized for creating a responsive, user-friendly chatbot
interface that enables users to upload lung images (e.g., X-rays and CT scans) for analysis and receive
healthcare guidance.

Image Processing Library: OpenCV/Pillow - These libraries are used for preprocessing uploaded
images, including resizing, contrast adjustment, and noise reduction, to standardize image quality for
optimal analysis.

Machine Learning Model: Convolutional Neural Networks (CNNSs) - Deep learning models, such as
ResNet or VGG, fine-tuned on medical imaging datasets, are used to detect lung abnormalities from the
preprocessed images.

ModelTrainingFramework: TensorFlow/PyTorch - Selected for training and fine-tuning the deep
learning model on large datasets of labeled lung images, supporting a cloud-based training environment
for scalability.

Cloud Infrastructure: Google Cloud / AWS / Microsoft Azure - The backend system is hosted on
cloud infrastructure, providing scalable compute resources (including GPU support) for handling image
processing and real-time inference.

Database Layer: Encrypted Cloud Storage (e.g., Amazon S3 or Google Cloud Storage) - Used to
securely store user-uploaded images and results with encryption, ensuring privacy and easy retrieval of
data.

Data Privacy and Security:

e Data Encryption: SSL/TLS encryption for data in transit and AES encryption for data at rest,
ensuring secure communication between the Telegram bot and backend server.

e Compliance: GDPR/HIPAA compliance measures, including data anonymization and
restricted access, to handle sensitive health data responsibly.

Model Serving: TensorFlow Serving / TorchServe - Enables deployment of machine learning models
as APIs, facilitating real-time image analysis and immediate feedback to users through the Telegram
chatbot.

Scalability and Deployment Tools: Docker/Kubernetes - Containerization tools are used to deploy
and scale the backend services seamlessly across different environments, ensuring the system can
handle varying loads of user requests.

User Feedback and Evaluation:

e Feedback Collection: The chatbot prompts users for feedback after each diagnosis, helping
improve diagnostic accuracy and chatbot functionality.

e Performance Metrics: Key metrics such as accuracy, precision, recall, and F1 score are tracked
to monitor the diagnostic performance of the machine learning model over time.

Testing & Validation Setup: Simulated Test Environment - The system undergoes testing with real-
world datasets and simulated user interactions to ensure accurate, consistent performance across
diverse lung conditions.

User Interface: Chat-Based Interaction - Provides a conversational interface within Telegram,
allowing users to easily upload images, receive guidance, and provide feedback.

Security Protocols:

e Penetration Testing: Regular security assessments to identify and address potential
vulnerabilities in the system.
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e Role-Based Access Control: Limits access to sensitive data, ensuring only authorized
personnel (e.g., system administrators) have access.

e Deployment and Load Handling: Auto-Scaling Policies - Configured to dynamically adjust resources
based on demand, ensuring the system can efficiently handle high volumes of image processing
requests.

RESULTS
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CONCLUSION

The Health Scan Bot project highlights the transformative role of Al and machine learning in addressing
critical healthcare needs, specifically for urban, time-constrained populations facing limited access to specialist
care. By focusing on lung health, the bot provides instant evaluations of user-submitted lung images, enabling
users to make timely, informed health decisions. The integration of educational resources also supports long-term
disease prevention and health management.

A key feature of this project is its commitment to privacy and data security, aligning with regulatory
standards such as GDPR and HIPAA to ensure robust protection for sensitive health data. This commitment fosters
trust and encourages user adoption, making the Health Scan Bot a valuable and dependable tool for healthcare
access.

Moreover, this project underscores the importance of accessible, cost-effective healthcare solutions
tailored to the unique needs of underserved communities. By reducing traditional barriers to care, the Health Scan
Bot offers a sustainable model for delivering rapid, personalized digital healthcare interventions.
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