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Abstract. Access to patient information from any location improves accuracy, medical error rates, 

and effectiveness of healthcare services. Blockchain technology has emerged as a promising solution 

that provides a decentralized, secure, and reliable means of storing data while ensuring the privacy 

and integrity of health data. The integration of EHRs into the healthcare system began in the 1960s; 
however, it was not until the later part of the 20th century that the need for electronically capturing 

and storing patient data commenced. Currently, electronic databases and cloud services remain the 

most utilized methods of storing EHRs, but these infrastructures are prone to unauthorized access 

and data breaches. The issues with data integration, security, and breaches stem from a lack of 

healthcare system collaboration as well as data sharing policies. Stratosphere seeks to resolve these 

issues with a blockchain based decentralized solution for storing and sharing patient records which 

will serve as the base of this research. By using a combination of context-aware policies, private & 

public ledgers, and smart contracts, this solution enables sharing of sensitive medical information 

while protecting the confidentiality of the patient. With the use of Python along with Ganache, the 

goal is to have controlled access EHR systems that allow secure storage and sharing of medical 

information. This project emphasizes the need for automated systems that seamlessly blend into 

society for more efficient healthcare collaboration.  

Keywords. Blockchain, Smart Healthcare, Electronic Health Records, Data Security, Smart 

Contracts, Patient-Centric, Interoperability.  

1. Introduction 

In the past few years Electronic Health Records (EHR) have emerged as one of the primary building blocks of the 

contemporary healthcare framework. EHR is the computerized information of a patient’s health and medical 

history, which includes their diagnoses, treatments, medications, test results, and much more. The records can be 
retrieved by authorized medical staff from anywhere around the globe at their convenience which enhances quality 

of care, minimizes medical mistakes, and elevates patient results. Nevertheless, informatization of medicine has 

resulted in growing issues regarding the safety, privacy, and communication of collected patient information.  

The origin of digital medical records can be traced back to the 1960s in America when computerized patient 
records were first created. Even though these initial attempts were made, it wasn't until the early 2000s when 

EHRs started gaining widespread popularity due to new computer systems that were more cost effective and easy 

to access. By the year 2020, it was estimated that around 85 percent of providers in the United States had adopted 

EHR systems. Despite the benefits associated with EHRs, their implementation has faced many hurdles, especially 

concerning data security and interoperability.  

Integrating blockchain technology into healthcare systems may seem like a daunting task, but it could provide a 

long term solution. A blockchain is decentralized, meaning no single person owns it, and all records are kept 
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across multiple computers and securely saved. Moreover, the sensitive data that is entered in a blockchain is highly 

secured because it cannot be altered or deleted. Therefore, medical records cannot be tampered with and can only 

be modified by authorized personnel. In addition, patient information can be exchanged across different healthcare 

systems without relying on a single entity, thus eliminating centralization, thanks to the enhanced interoperability 

provided by blockchain.  

There are multiple issues that have yet to be solved before realizing the full value of blockchain technology in the 

healthcare sector. One of the primary issues is the scalability or size limits of a blockchain, as there is an enormous 

amount of data healthcare systems produce. Furthermore, merging it with existing technologies means the current 

systems and processes will need major changes, which is another issue for many providers. Lastly, in order to 

utilize blockchain technology in healthcare, people need to understand how it could benefit them. Barriers such 

as legal restrictions and regulations will first need to be eliminated.  

This project suggests developing an electronic health record (EHR) system that will be built on the blockchain 

technology with a specific focus on data storage and data retrieval security, access control features, and overall 

system interoperability. This system will utilize both public and private data ledgers in order to store various 

categories of patient information. sensitive medical data will be encrypted and only made available to authorized 

personnel. In addition, smart contracts will be utilized in the system for the purposes of obtaining patient consent 

and controlling access to medical information. This will improve security, transparency, and advances the 

interoperability of EHRs toward overcoming existing systems’ functionality gaps.  

2. Literature Review 

The adoption of blockchain in healthcare has been a growing area of research, addressing challenges in data 
security, privacy, and interoperability. Existing methods, such as centralized databases for EHR management, are 

prone to breaches and unauthorized access, as evidenced by numerous high-profile data leak incidents.  

S.NO. TITLE AUTHORS METHODS USED DRAWBACKS 

1 
Blockchain for Healthcare: A 

Patient-Centric Approach 
Zhang, Y., Zhao, 

Q., & Li, Y. 
Patient-centric model, 

smart contracts 
Scalability challenges in 

large networks 

2 
A Survey of Blockchain- Based 

Solutions for Healthcare 
Kumar, P., & 

Singh, P. 
Survey of blockchain 

frameworks in healthcare 
High energy 

consumption 

3 
Blockchain-Based EHR System 

with Privacy Preservation 
Gupta, A., & 

Patel, M. 
Privacy-preserving 

techniques, encryption 
Latency in real- time 

data processing 

4 
Improving Interoperability in 

Healthcare Using Blockchain 
Chen, W., & 

Wang, L. 
Blockchain interoperability 

framework 
Integration with legacy 

systems lacking 

5 
Blockchain in Healthcare: 

Challenges and Opportunities 
Singh, S., & 

Kumar, R. 
Review of blockchain 

applications 
No standardization of 

protocols 

3. Research Methodology 

3.1 Decentralized Blockchain Storage 

Patient records are encrypted within a blockchain as a means of preventing unauthorized intrusion and data 

manipulation. Every transaction undergoes cryptographic signing and is permanently stored within a ledger, 

assuring data authenticity. Healthcare providers can ensure that operational processes are controlled and efficient 

and that only authorized participants are active on the network by utilizing a permissioned blockchain model.  

3.2 Smart Contracts for Data Access 

Smart contracts are utilized to specify rules and permissions for accessing patient information. They facilitate the 

sharing of information while ensuring that unauthorized individuals are prevented from gaining access to it. A 

patient’s consent can be programmed as a smart contract whereby certain healthcare providers are given access 

for a specified duration so as to comply with data privacy laws.  
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3.3 Patient-Centric Control 

Patients are able to manage their health records by accepting or refusing any given permission to access their data. 

With transparency enabled by the blockchain, patients are able to track any interactions made with their personal 

data. An intuitive user interface in the form of a decentralized application enables patients to manage access 

permissions, track logs, and tailor settings for information sharing as they see fit.  

3.4 Interoperability 

The existing federal healthcare systems have integrated off-chain blockchain platforms to enable real-time data 

exchange, guaranteeing security and integrity for data privacy. Interoperability protocols are put in place to ensure 

that these disparate systems can communicate with each other. For images or scans, which are considered large 

data, off-chain integration makes data access efficient. This system is scalable.  

3.5 System Architecture 

The medical center's Healthcare Management Information System (HCMIS) operates on a Block chain based 

technology for the effective management of the medical records. It is more effective in maintained healthcare data 

compared to non blockchain systems. The system uses HTML, CSS, and JavaScript for the frontend and enables 
useful interfaces for users. While in the backend data manipulations and blockchain technology integration is done 

using Python and Django framework. In this system we've modules, Authentication and Authorization Module, 

grants user identity verification and assigns roles as patients, doctors and administrators which restrict access and 

ensures authorization to medical data. Patient Data Management Module provides protection against unauthorized 

access to sensitive medical records by enabling safe storage and retrieval, where data is encrypted. Consent 

Management Module is a brainrot system that allows patients to program smart contracts to grant or revoke 

consent for data to be accessed. Interoperability Module ensures the patient's information can be shared without 

compromising on privacy with other health institutions through the use of blockchain.  

4. Implementation Phases 

Phase 1: Blockchain Setup  

Ganache was used to set up the blockchain network because it emulates a distributed system appropriate for both 

development and testing purposes. Every node in the network corresponds to a healthcare provider, who is 

assigned specific roles and permissions for secure participation in the network. Once the Proof of Authority (PoA) 

consensus mechanism was be added, it was possible to verify transactions faster while still ensuring a controlled 

and secure context for the storage of EHR metadata. This phase secures the verification of the claims made while 

establishing user access partitions within the EHR. Therefore, this stage is aimed at systemically setting the stage 

for secure and untampered systems.  

Phase 2: Smart Contract Development  

Smart Contract Managing Data Sharing Policies and Permission. These contracts can be created programmatically 

through the supplied education version’s Python libraries. The basic function of the contract is to control the 

access of EHRs by setting explicit rules about who is permitted to access or modify the records. Besides, these 

contracts  

spelled out the audit trail to remove questions of transparency as all actions done against the data are captured in 

the database garnished in an unalterable format which facilitates retrievability thus instilling credulity among 

users.  

Phase 3: Patient Interface Development  

An application users able to directly manage permissions to their health records is created as a website. The 

interface permits users to manage, delete the data access, or set sharing parameters as well as having access to the 
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logs concerning the data. Patients are made more aware because of the system as they can see who has accessed 

their details and when and so trust in the system is increased.  

5. Experimental Setup 

5.1 Hardware Requirements 

 Intel Core i3 processor  
 4GB RAM  
 500GB SSD  

5.2 Software Requirements 

 Windows 10/11 operating system  
 Python programming language  
 Visual studio code IDE  
 HTML, CSS, JavaScript Front-End technology  
 Django Framework  
 SQL Database  
 WAMP Database Server  
 Ganache for local blockchain simulation  

5.3 Test Data 

A test data comprising synthetic patient records was generated to evaluate system performance. The 

dataset includes structured data (e.g., medical history, prescriptions) and unstructured data (e.g., 

diagnostic images, physician notes).  

6.Results and Analysis 

 

Fig 1: Main Interface 

The interface consists of three main portals. This page is the main page where through this we navigate to 

respective portals.  
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Fig 2: Admin Portal 

Admin Portal  

The Admin Portal serves as the central control point for user management and system oversight. In this we 

approves or rejects account creation requests from both doctors and patients and also we ensures only verified and 

authorized individuals gain access to the system.  

 

 

 

Fig 3: Patient Login 

The Patient Portal provides patients with tools to manage their healthcare information and interactions with 
doctors. In this patients can create an account, Patients can book appointments with specific doctors by selecting 

available slots or adding notes about their health concerns. They can upload medical records (e.g., reports, 

diagnostic images) to their profile under a dedicated section, these files are stored securely with blockchain 
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ensuring their immutability. Patients can forward their prescriptions to other doctors for second opinions or 

continued treatment. Can access emergency medical information (e.g., allergies, blood type) added by their 

doctors  

 

Fig 4: Patient Portal 

 

 

 

 

Fig 5: Upload files 

Here, In this patients can upload their data such as their diagnosed medical history and etc. Whenever a patient 

uploads the data a block is created. We can also view the block details here in this interface.  

The Doctor Portal is designed to help healthcare professionals manage their patient interactions and medical 

records efficiently. In this portal, Doctors can create an account and while they logged in they have access to a 
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list of their patients with details such as medical history and uploaded files. Then the doctors must approve the 

patients requests and prescribe medications and can upload prescription details directly to the patient's profile.  

 

Fig 6: Doctor Login 

 

 

 

Fig 7: Doctor Portal 

In this we can see emergency Medical records, used to Add or update critical emergency details, including 

allergies, blood type, or other important health markers. When the doctors upload the emergency medical data of 

the patient, block creates. And prescription management is for viewing prescriptions or records shared by other 

physicians for collaborative patient care.  
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This interface shows the block structure in a local blockchain network (Ganache) used for the healthcare system, 

summarizing all blocks and their transaction details. This detailed block view confirms the blockchain's 

functionality and provides transparency into transaction records for the system.  

 

Fig 8: Ganache Ethereum Blockchain 

 

 

 
 

Fig 9: Block Information 

This interface displays the blockchain transaction details related to a specific medical record uploaded by a patient. 

Transaction details such as block number, gas used, gas limit, hash value and wallet addresses.  

Analysis 
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6.1 Data Security 

Due to the immutable blockchain ledger, alteration of patient records is not possible. During the test period, the 

system managed to avoid unauthorized attempts of entry.  

6.2 Access Transparency 

Any alteration and access was done through smart contracts which could be updated and monitored. Because of 

such records, both patients and medical practitioners were able to trust each other.  

6.3 Interoperability 

The illustration showed that communication between the medical personnel was efficient which reduced the 

chances of mistakes and improved healthcare service delivery.  

6.4 Patient Empowerment 

Patients, therefore through using this interface, were able to manage the accessibility of data and enhanced their 

trust in the system. By showing when and how the data was accessed, the access logs improved transparency.  

6.5 Performance Metrics 

The system's scalability, latency, and transaction throughput were examined. The findings demonstrated that even 

as the number of nodes got higher, the permissioned blockchain approach proved capable to preserve high 

throughput with low latency.  

The research illustrates the way blockchain technology could potentially used to solve significant challenges 

regarding healthcare data management. The system's significant potential is highlighted by its capability to ensure 

data integrity, offer transparent access control, and empower patients. Although challenges such real-time 

processing and scalability for larger data sets have to be handled. In order to enhance predictive skills and 

personalised care, future iterations could involve machine learning and advanced analytics.  

7. Conclusion 

This research highlights the transformative potential of blockchain technology in healthcare data management. 

By addressing critical issues such as security, privacy, and interoperability, the proposed system enhances trust 

and collaboration among stakeholders. The integration of smart contracts and patient-centric control mechanisms 

empowers patients while ensuring regulatory compliance. Although challenges in scalability and integration 

remain, this work establishes a robust foundation for future advancements in blockchain-based healthcare 
solutions. Future research should focus on optimizing performance and exploring the integration of AI for 

advanced analytics.  

8.Future Enhancement 

Future enhancements will focus on optimising scalability for the purpose to manage greater amounts of data and 

more complex workflows. Security will be increased by adopting advanced cryptographic methods such as 

homomorphic encryption. The system's international functionality will also be enhanced by providing support for 

international interoperability standards and multi-platform integrations. Personalised healthcare solutions and 

predictive analytics may also be accessible through integration with AI-driven tools.  
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