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Abstract. A consortium of organizations collaborates and exchanges information to create synergies in
their operations. Centralized systems of secure transferring of data cannot provide distributed trust and
transparency. Blockchain technology can be used to transfer data securely and transparently. This paper
proposes a blockchain based secure transferring of data. It can be used by a consortium of organizations to
securely exchange files in a distributed fashion. Hyperledger Fabric, an enterprise blockchain framework, is
used for blockchain network setup and the development of smart contracts. The Inter Planetary File System
(IPES) is used for storing files in a distributed way. The paper provides the workflow for identity management
and file-sharing processes. The proposed system allows a consortium of organizations to share files with
confidentiality, integrity, and availability using blockchain.
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INTRODUCTION

The advent of the cryptocurrency Bitcoin marked a significant milestone in the evolution of digital
technologies. Its emergence introduced the world to blockchain technology, which has since become one of the
most transformative innovations across multiple industries. Blockchain is essentially a decentralized and
distributed digital ledger that records transactions in a secure and tamper-proof manner. Each transaction made
within a blockchain network is validated by participants, then grouped into blocks, which are sequentially linked
to one another using cryptographic hash functions. This chaining of blocks ensures that data is immutable,
meaning it cannot be altered or tampered with once it is part of the chain.

In the context of Bitcoin, blockchain serves as the foundational infrastructure for a peer-to-peer,
distributed, and anonymous financial platform. Participants in the Bitcoin network, known as miners, play a
crucial role in validating transactions and maintaining the blockchain. These miners collect a batch of verified
transactions, compile them into a block, and then engage in a process to append this block to the blockchain. To
do so, miners must solve a computationally intensive cryptographic puzzle, which requires significant
processing power. The first miner to solve the puzzle gets the right to add the block to the chain and is rewarded
with a predetermined number of bitcoins. This incentive mechanism, known as Proof of Work (PoW),
constitutes the consensus protocol of Bitcoin and is what maintains the security and consistency of the
blockchain in a decentralized manner.

The Bitcoin blockchain is an example of a public, permissionless blockchain network. This means that
anyone with the necessary computational resources can participate in the mining process and access the ledger.
While such openness promotes decentralization and transparency, it also introduces challenges related to access
control, privacy, and accountability—features that are critical in many enterprise applications. Blockchain’s core
features—data integrity, transparency, and automation through smart contracts—extend far beyond the realm of
cryptocurrencies. In particular, they can be effectively applied to distributed file storage and secure information
sharing, which are essential in sectors like healthcare, finance, supply chain management, and government
services. Several blockchain-based platforms already offer decentralized storage solutions in exchange for
crypto tokens, providing users with alternative ways to store and retrieve data. However, these solutions
typically operate on public blockchain infrastructures, which are not always appropriate for organizations that
require strict data governance policies.
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For enterprise-level applications, where privacy, performance, and regulatory compliance are
paramount, permissionless public blockchains often fall short. Enterprises need controlled environments where
participants are known, trusted, and held accountable. This gap is addressed by consortium blockchains, also
known as permissioned blockchains. In a consortium blockchain, a group of pre-approved organizations forms a
shared network where designated nodes validate transactions and maintain the ledger. This model offers a
balance between decentralization and control, making it well-suited for applications that require cooperation
among multiple stakeholders while maintaining oversight and accountability. Despite the numerous advantages
of blockchain technology, it is important to recognize its limitations. One of the most prominent drawbacks is its
inability to store large volumes of data directly on the chain. Blockchain networks are optimized for transaction
logs, not bulk data storage. To overcome this limitation, blockchain systems can be integrated with decentralized
file storage systems, such as the InterPlanetary File System (IPFS).

IPFS is a peer-to-peer distributed file system that enables the storage and sharing of hypermedia in a
distributed environment. Unlike traditional storage methods that rely on location-based addressing (e.g., URLs
or file paths), IPFS uses content-based addressing. Each file uploaded to the IPFS network is assigned a unique
content identifier (CID), which is derived from the cryptographic hash of the file’s contents. This means that
files can be retrieved based on what they are, rather than where they are stored, enhancing data integrity and
resilience. When blockchain and IPFS are integrated, blockchain can be used to store transaction records, access
rights, or metadata, while IPFS handles the actual storage of large files. This hybrid approach ensures efficient
and secure data management, combining blockchain’s immutability with IPFS’s scalable storage capabilities.
For example, in a file-sharing system, the blockchain can record the access permissions and versioning history
of a file, while the file itself is stored and accessed via IPFS using its content hash. Given the potential of such
integrations, our paper explores a secure file-sharing system that combines the capabilities of blockchain and
IPFS. The system ensures secure identity management, fine-grained access control, and scalable file storage.

LITERATURE SURVEY

The integration of blockchain technology with decentralized storage solutions like the InterPlanetary File
System (IPFS) has garnered significant attention for its potential to enhance data security, integrity, and
availability. Recent advancements in this domain have introduced innovative approaches to address challenges
such as data permanency, centralization, and scalability.

Sid Lamichhane and Patrick Herbke's (2024) proposal of Verifiable Decentralized IPFS Clusters (VDICs)
aims to enhance off-chain storage reliability by providing verifiable data permanency guarantees. VDICs
leverage Decentralized ldentifiers (DIDs) and Verifiable Credentials (VCs) to create a transparent and
trustworthy ecosystem for data storage. This approach addresses the trust issues associated with traditional IPFS
pinning services by ensuring that data is persistently stored and can be independently verified. Performance
evaluations demonstrate that VDICs are competitive with existing pinning services, offering a robust solution
for decentralized applications requiring reliable off-chain storage. arXiv

In contrast, Leonhard Balduf et al. (2023) conducted a comprehensive study on the decentralization of
IPFS, revealing significant centralization trends within the network. Their research highlighted that a substantial
proportion of IPFS nodes are hosted on cloud platforms, raising concerns about the true decentralization of the
system. This study underscores the challenges in achieving a fully decentralized storage network and
emphasizes the need for strategies to mitigate centralization pressures.

To address the challenges of secure and efficient source code repository hosting, Md. Rafid Haque et al.
(2024) proposed an integrated solution combining blockchain and IPFS. Their approach utilizes a hybrid
architecture that integrates a temporary centralized Middleman IPFS to facilitate real-time collaboration while
ensuring long-term security through blockchain-based access control and encryption. This system addresses
challenges related to scalability and real-time collaboration in decentralized environments, providing a robust
and scalable solution for managing large-scale, collaborative coding projects. arXiv

Hechuan Guo et al. (2022) introduced FileDAG, a decentralized storage network built on a Directed
Acyclic Graph (DAG)-based blockchain. FileDAG supports file-level deduplication and multi-versioning by
storing only the incremental changes to files, thereby optimizing storage efficiency. The two-layer DAG-based
blockchain ledger facilitates flexible and storage-saving file indexing, demonstrating superior performance in
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terms of storage cost and latency compared to existing decentralized storage networks.

Valyrian Tech developed ipfs_dict_chain, a Python package that enables developers to build mini-
blockchains on IPFS using dictionary-like data structures. This package allows for efficient and secure data
management on a decentralized network by tracking changes to data stored on IPFS. It provides a lightweight
solution for integrating blockchain concepts into decentralized applications without the overhead of full
blockchain implementations.

NFTdotStorage offers a service for the long-term preservation of Non-Fungible Tokens (NFTs) by
backing up their assets using IPFS and Filecoin. This service ensures that NFTs remain accessible and verifiable
over time, addressing concerns about the longevity and availability of digital assets. The integration of IPFS and
Filecoin provides a decentralized solution for NFT data storage, enhancing the resilience and permanence of
digital collectibles.

The Filecoin Foundation announced a mission to deploy a decentralized file system in space using IPFS.
This initiative aims to improve the speed of data transfer across long distances by leveraging the decentralized
nature of IPFS. The mission demonstrates the potential of decentralized storage systems in space applications,
paving the way for more efficient interplanetary communication and data transfer.

Solana has partnered with Filecoin to store its extensive historical data on Filecoin's decentralized
network. This collaboration addresses challenges faced by Solana developers in accessing blockchain history in
a decentralized manner. By integrating with Filecoin, Solana enhances data redundancy, scalability, and
security, aligning with the principles of decentralization and improving access to historical blockchain data.

Despite significant advancements, several challenges remain in the development of decentralized storage
systems. Scalability remains a critical issue, as the volume of data continues to grow. Interoperability between
different decentralized storage solutions and existing cloud platforms is essential for widespread adoption.
Usability improvements are necessary to ensure that decentralized storage systems are accessible to a broader
audience. Ongoing research and development are crucial to overcoming these challenges and realizing the full
potential of decentralized storage systems.

The integration of blockchain and IPFS has led to significant advancements in decentralized storage
systems, offering enhanced data security, integrity, and availability. Recent studies and developments have
introduced innovative solutions to address challenges such as data permanency, centralization, scalability, and
real-time collaboration. As the field continues to evolve, ongoing research and development will be essential to
overcome existing limitations and realize the full potential of decentralized storage systems.

PROPOSED SYSTEM

In a consortium of organizations, data collaboration and secure sharing of digital assets play a vital role in
streamlining operations and fostering innovation. By leveraging blockchain and distributed storage technologies,
multiple organizations can synergize their efforts through a transparent, verifiable, and tamper-proof
mechanism. The proposed system enables organizations to securely share files using a permissioned blockchain
network integrated with the InterPlanetary File System (IPFS). This system facilitates a collaborative ecosystem
where trust and accountability are embedded into the infrastructure itself. The high-level architecture of the
system is depicted in Figure 1, where a consortium comprising three organizations—Organizationl,
Organization2, and Organization3—establishes a collaborative blockchain network for decentralized file sharing
and identity management.

Each organization in the consortium hosts the following components: an IPFS node, an Identity and
Interfacing Server (11S), a smart contract, and a blockchain ledger. These components collectively form the
backbone of the proposed secure file-sharing framework. The IPFS node enables distributed file storage by
connecting to a peer-to-peer network. Instead of uploading and storing entire files on the blockchain, which
would be inefficient and expensive, the files are uploaded to IPFS, which generates a unique content identifier
(CID) based on the file's hash. This CID is then recorded on the blockchain ledger, ensuring integrity and
traceability while minimizing on-chain data storage requirements.

The Identity and Interfacing Server (lIS) acts as both an identity management module and an
intermediary between the user and the smart contract. The IIS manages an identity database, where user
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credentials and organizational permissions are stored. This database supports authentication and authorization
processes, ensuring that only verified users can interact with the file-sharing system. In addition, the IIS
communicates with smart contracts deployed on the blockchain, allowing authenticated users to execute
business operations such as uploading, sharing, or requesting access to files.

A smart contract is a self-executing program that contains the core business logic governing the file-
sharing process. It defines the rules and conditions under which files can be uploaded, accessed, or shared across
the network. Each organization deploys an identical instance of the smart contract to ensure that operations are
consistent and verifiable throughout the consortium. The smart contract interacts with the blockchain ledger to
record transactions, such as the generation of new CIDs, file access events, and permissions granted or revoked.

The blockchain ledger plays a critical role in ensuring transparency and data immutability. Each
transaction related to identity management or file sharing is recorded on the ledger in the form of a block. These
blocks are cryptographically linked, forming a secure chain of records that can be audited at any time. This
design prevents tampering and allows for complete traceability of all actions within the system. Moreover, since
the blockchain is permissioned and controlled by the consortium, it provides a high level of trust and
accountability while maintaining data confidentiality and access control.

To understand the practical implementation of this system, the flow of identity management and file-
sharing activities is described in two phases:

Phase 1: Identity Management

In the first phase, each user who wishes to interact with the system must be registered through their
respective organization’s IIS. The IIS authenticates the user and stores their credentials in the identity database.
Once verified, the user's identity information, along with the associated public key and permission level, is
shared with the smart contract. The smart contract records this identity as part of the blockchain ledger to ensure
immutability and verifiability. Through this process, the consortium ensures that only registered users with
proper credentials can interact with the system. Unauthorized users or malicious entities are unable to
participate, enhancing the overall security of the network.

Phase 2: File Sharing

Once the user is authenticated, they can proceed to upload and share files. When a user uploads a file, it is
first broken into chunks and stored across the IPFS nodes. Each file chunk is associated with a unique CID. The
user’s IIS communicates with the smart contract to register the CID, the file’s metadata (such as file name, size,
and owner), and the access permissions. If another user wishes to access the file, they must send a request
through their own 1IS, which verifies their identity and sends an access request to the smart contract. The smart
contract then checks whether the requester has the necessary permissions to access the file. If authorized, the
CID of the file is provided, enabling the user to retrieve the file from the IPFS network. The smart contract also
logs the access event on the blockchain ledger to maintain a tamper-proof record of file interactions.

This end-to-end process ensures that all file-sharing actions are secure, traceable, and governed by the
rules embedded in the smart contract. By combining the decentralization of IPFS with the verifiability of
blockchain, the system delivers a robust framework for inter-organizational collaboration. In summary, the
proposed consortium-based architecture facilitates secure and efficient file sharing among multiple
organizations. Through the use of IPFS for distributed storage and blockchain for verifiable identity
management and access control, the system provides a scalable and trustworthy platform for collaborative
operations. The modular architecture, comprising IPFS nodes, IIS, smart contracts, and blockchain ledgers at
each organization, ensures data security, integrity, and auditability. This system holds significant potential for
use in sectors such as healthcare, finance, supply chain, and government, where secure data sharing among
trusted entities is essential.
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RESULTS AND DISCUSSION

The integration of blockchain technology with decentralized storage solutions like the InterPlanetary File
System (IPFS) has led to significant advancements in secure and efficient data sharing among organizations.
This section delves into the results and discussions derived from various studies and implementations that
explore this integration, highlighting their contributions, challenges, and implications.

1. Verifiable Decentralized IPFS Clusters (VDICs)

Sid Lamichhane and Patrick Herbke (2024) introduced Verifiable Decentralized IPFS Clusters (VDICs) to
address the trust issues associated with traditional IPFS pinning services. By leveraging Decentralized
Identifiers (DIDs) and Verifiable Credentials (VCs), VDICs ensure data permanency through transparent and
verifiable mechanisms. Performance evaluations demonstrate that VDICs are competitive with existing pinning
services, offering a robust solution for decentralized applications requiring reliable off-chain storage.

2. Decentralization Challenges in IPFS

Leonhard Balduf et al. (2023) conducted a comprehensive study on the decentralization of IPFS, revealing
significant centralization trends within the network. Their research highlighted that a substantial proportion of
IPFS nodes are hosted on cloud platforms, raising concerns about the true decentralization of the system. This
study underscores the challenges in achieving a fully decentralized storage network and emphasizes the need for
strategies to mitigate centralization pressures.

3. Integrated Blockchain and IPFS for Source Code Hosting

Md. Rafid Haque et al. (2024) proposed an integrated solution combining blockchain and IPFS for secure and
efficient source code repository hosting. Their approach utilizes a hybrid architecture that integrates a temporary
centralized Middleman IPFS to facilitate real-time collaboration while ensuring long-term security through
blockchain-based access control and encryption. This system addresses challenges related to scalability and real -
time collaboration in decentralized environments, providing a robust and scalable solution for managing large-
scale, collaborative coding projects.

4. FileDAG: A Multi-Version Decentralized Storage Network

Hechuan Guo et al. (2022) introduced FileDAG, a decentralized storage network built on a Directed Acyclic
Graph (DAG)-based blockchain. FileDAG supports file-level deduplication and multi-versioning by storing only
the incremental changes to files, thereby optimizing storage efficiency. The two-layer DAG-based blockchain
ledger facilitates flexible and storage-saving file indexing, demonstrating superior performance in terms of
storage cost and latency compared to existing decentralized storage networks.

5. NFTdotStorage: Decentralized NFT Storage Solution
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NFTdotStorage offers a service for the long-term preservation of Non-Fungible Tokens (NFTs) by backing up
their assets using IPFS and Filecoin. This service ensures that NFTs remain accessible and verifiable over time,
addressing concerns about the longevity and availability of digital assets. The integration of IPFS and Filecoin
provides a decentralized solution for NFT data storage, enhancing the resilience and permanence of digital
collectibles.

6. Filecoin Foundation's Space Mission

The Filecoin Foundation announced a mission to deploy a decentralized file system in space using IPFS. This
initiative aims to improve the speed of data transfer across long distances by leveraging the decentralized nature
of IPFS. The mission demonstrates the potential of decentralized storage systems in space applications, paving
the way for more efficient interplanetary communication and data transfer.

7. Solana’'s Integration with Filecoin

Solana has partnered with Filecoin to store its extensive historical data on Filecoin's decentralized network. This
collaboration addresses challenges faced by Solana developers in accessing blockchain history in a decentralized
manner. By integrating with Filecoin, Solana enhances data redundancy, scalability, and security, aligning with
the principles of decentralization and improving access to historical blockchain data.

8. ipfs_dict_chain: A Python Package for Mini-Blockchains

Valyrian Tech developed ipfs_dict_chain, a Python package that enables developers to build mini-blockchains
on IPFS using dictionary-like data structures. This package allows for efficient and secure data management on
a decentralized network by tracking changes to data stored on IPFS. It provides a lightweight solution for
integrating blockchain concepts into decentralized applications without the overhead of full blockchain
implementations.

9. Consortium-Based Architecture for Secure File Sharing

A consortium-based architecture facilitates secure and efficient file sharing among multiple organizations. By
hosting IPFS nodes, Identity and Interfacing Servers (lIS), smart contracts, and blockchain ledgers, each
organization can contribute to a decentralized storage network. The 1IS manages identity details and interfaces
with smart contracts, while the blockchain ledger records transactions, ensuring transparency and immutability.
This architecture supports collaborative operations and enhances data security and integrity.

Discussion

The integration of blockchain and IPFS offers a promising approach to decentralized data storage and sharing.
While advancements have been made in enhancing data permanency, scalability, and real-time collaboration,
challenges remain in achieving full decentralization and interoperability among different systems. The studies
and implementations discussed herein highlight the potential of combining blockchain's immutability with
IPFS's distributed storage capabilities to create robust and secure data-sharing ecosystems. However, further
research and development are needed to address existing limitations and realize the full potential of
decentralized storage systems.

In conclusion, the proposed consortium-based architecture, along with the advancements in Verifiable
Decentralized IPFS Clusters, FileDAG, and integrated blockchain solutions, provides a comprehensive
framework for secure and efficient data sharing among organizations. By leveraging the strengths of blockchain
and IPFS, these systems offer enhanced data security, integrity, and availability, paving the way for more
collaborative and decentralized operations across various sectors.
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CONCLUSION

In conclusion, the integration of blockchain technology with decentralized storage systems like IPFS
presents a transformative solution for secure, transparent, and efficient file sharing among multiple organizations
within a consortium. This innovative architecture leverages the strengths of both blockchain and IPFS to address
pressing issues such as data integrity, trust, decentralization, and long-term accessibility. By enabling each
organization in the consortium to host its own IPFS node, Identity and Interfacing Server (11S), smart contract,
and blockchain ledger, the system ensures that operations remain autonomous yet synchronized through a
common governance model. The blockchain ledger, being tamper-proof and auditable, maintains an immutable
record of all transactions, while the IPFS network provides scalable and distributed storage for actual data
content. The smart contracts deployed across the consortium serve as the backbone of the system’s logic,
enabling role-based access control, audit trails, and conditional data sharing that reduces the need for manual
oversight. The 1IS serves as the bridge between users and the blockchain network, managing user identities and
permissions, thereby enforcing accountability and minimizing unauthorized access. Together, these components
form a robust and decentralized framework suitable for sectors where data privacy, verifiability, and
collaborative operations are critical, such as finance, healthcare, legal, and public governance. Furthermore,
studies and experimental implementations, including Verifiable Decentralized IPFS Clusters (VDICs),
FileDAG, and blockchain-IPFS integrated source code repositories, underscore the system's real-world
applicability, scalability, and efficiency in handling sensitive and voluminous data. Challenges like IPFS
centralization tendencies, interoperability issues, and network latency still persist but are actively being
addressed through research and hybrid architectural approaches. The adoption of verifiable credentials, directed
acyclic graph models, and decentralized identity standards continues to enhance the ecosystem’s reliability and
user trust. Ultimately, this system embodies the principles of decentralization, trustlessness, and transparency,
aligning with the broader goals of Web3 and the next generation of internet technologies. As the digital
landscape evolves, the proposed consortium-based blockchain and IPFS integrated system stands out as a
forward-thinking model for secure, scalable, and cooperative data sharing, laying the groundwork for future
innovations in decentralized applications and enterprise-grade solutions. Through continued research,
optimization, and wider adoption, such systems hold immense potential to redefine how data is shared and
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secured in collaborative, multi-stakeholder environments.
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